[%) GREEN SCREENS

Quick Start for Cloud

© Green Screens Ltd., 2016 -2020



GREENSCREENS QUICKSTART | Introduction

Contents

REQUESTING LICENSE ......cciuteieteiietereteteerasesrasassesassssassssssssssssssesassssnsssssssssssnssssassssassssassssssassasassass 2
PREREQUISITES ...cuiuteieieieerutenresensesansssassesasassasassessssssasssssssssssnssessssssnsssssssssssnssssassssnssssassssasassasassass 3
ACCESSING SERVICE......uiuiietetetetenreressesassssassssesassssasssssssssasssssssssssssssssssssssssssssssssssssssssssssnssosassssnsans 4
IBM | CONNECTION SETUP....ccieuieieienianiensensensensassessassassassassassassassassassassassassassassassassassassassassassasss 6
VALIDATING HOST CONFIGURATION....cccuituetuitaarenrasranrassassassassassassassassassassassassassassassassassassassassans 11
INSTALLING LICENSE.....ccccuiiieiiienieiencensansensessessassassassassassassassassassassassassassassassassassassassassassassnssns 13
INSTALL LICENSE = WEB ADIMIN «.evutttuutttueeuntetneerneeesnesesnseesnsesnesesnssssnesssnsessnsessesesnssssnssssnsesnssernesesnsersnsernesenns 13
INSTALL LICENSE — IMIS WV INDOWS INSTALL. . ttunttntennernetnneensenesnseneesnsensesstnessnsensessstnsssnsensesessnsssnsensessssnsssnsensenns 14
DEFAULT SETTINGS.....iiieiiieiieieireretearacassosassssassssossssasassasassssassssasassssassasassssassssssassssassasassssnsassasas 15
STARTING WEB TERIMINAL......c.cciciiiiiiiieieiraiatraresessacesrosessasassssassssasassosassssassssasassssassssassssasassasassass 17
USING MOBILE APPLICATION....cciiuiuieiaceetetassacassssesessacassosassssassssassssasassosassssassssasassssassasassssassssasas 18
MOBILE APPLICATION KEYBOARD....ccetueetteteteeseceesecesrecassessssssscsssssesssssssessssssssssssssssssssssssssssnssssases 19
ENABLE KEYBAR .euteutttuttuntentenesnetunesnsensesnsssssnsensesnssssssnssnsesnssssssnssssesnssssssnssssesnssssssnssnsesessssssnssnsesnssnessnssnsenns 19
SWITCH ENTER KEY 1 ttutttuneeuntetuneesnseenessnsernnseenesesnssesnssssnsesssseensesnssssnsesssesnssesnssessessseesesesnssesnssssnseenseennees 20
ENABLE 5250 VIRTUAL KEYBOARD «.etvuuttrutetunseenererneeensesnseesnseenesesnssesnssssnseesnseesesesnstssnssssesesnsseenesessersnsennesenns 21

GREENSCREENS QUICKSTART |Introduction



GREENSCREENS QUICKSTART | Introduction

Requesting license

Green Screens Terminal use IBM | licensing API to validate licensed servers for use with or product.
In order to get demo or production license key, IBM system serial number is required.

License can be provided with DSPSYSVAL SYSVAL(QSRLNBR).

Please, send us serial number as shown on the screen below so we can generate a license key.

=

Open https://cloud.greenscreens.ltd and go to the License registration page to request 45-days

demo license key.
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Prerequisites

Green Screens Terminal Service VM - cloud virtual image is a preinstalled Linux based image
optimized for cloud usage by various cloud providers.

Network ports:
Browser to web terminal:
e Direct access to Green Screens server: 80, 443, 8080, 8443 (default 8080, 8443)
Web server to IBM | :

e 5250 telnet ports: 23 or 992 if SSL is used
e Other required service ports (DDM service)

Service as-svrmap drda as-central as-file as-rmtcmd as-signon as-db
449 446 8470 8473 8475 8476 8471 8474

5 448 9470 9473 9475 9476 9471 9474
Port

Source: https://javadoc.midrange.com/ports.php

DDM can be started with STRTCPSVR *DDM from command line.

DRDA service can be started automatically by using the CHGDDMTCPA AUTOSTART(*YES) command.

IBM | Admin user

Green Screens Terminal Proxy Service use DDM service and QSECOFR level user for automatic OUTQ

and printer writer’s creation.

QSECOFR level user is required to install product definition and license key to the IBM | system into
GRNSCREENS library.
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Accessing service

Web access should be available ~1min. after service is started for the first time.
NOTE: IP_ADDRESS should be replaced with real IP provided by your cloud provider.

To access documentation pages open http://IP_ ADDRESS/doc in the browser.

[ Documentation x  +
& G @ localhost:8080/doc/ ¥ L.
[E) GREEN SCREENS

Documentation

Introduction

Service Installation Manual
Web Manager Manual
Proxy and Load Balancing
Securing Web Terminal
Developer Manual

Report Templates Manual

End User Manual

Mobile Manual

To access main user page open http://IP_ADDRESS in the browser.

L www.greenscreensio x +
<« C @ localhost:B080 b ..

[E] CREEN SCREENS

s I a # & =

2016 - 2018 Green Screens Ltd
All Rights Reserved

1113244134127.0.0.1
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To access admin page open http://IP_ ADDRESS/admin in the browser. (default password is admin)

o Administration x  + - B
< C @ localhost:8080/admin/ r .. e
[E] GREEN SCREENS
Login to admin console

Password

Login

© 2016 - 2018 Green Screens Ltd
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IBM I connection setup

After log-in to the admin page, select Configurations from left tab

Administration X

#
@
be)

<« O @ localhost/admin/#
[=] Admin Panel [E) GREEN SCREENS PR © o

= Configurations

{right click on sslected row for options)
Tunnels

1l

Customization Search:

« ¥

IP Filter P
[unnel Address Port SSL QPWDLVL Codepage

0 Mobile Filter
No data available in table

o

OTP Accounts

U Biometrics @ 2016 - 2020 Green Screens Ltd.
<[> APl Keys

2% User Management

Workstations

O

© Documentation

Select Add New Server (marked red box) and follow next screens how to setup IBM | server.

= O X
@ Administration x | +

O @ localhost/admin/# 5 /2

8
[E) GREEN SCREENS PR €

m g 7

REMOtE NOSES g cckon et o otons — [ ]

—
=1
- Search:
T P

uuID Host Tunnel Address Port SSL QPWDLVL Codepage
0

Mo data available in table

Q,
U © 2016 - 2020 Green Screens Ltd.
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Host configuration screen will open with multiple tabs. Be sure to fill all required fields.

UUID and Host are Virtual Server Group and Virtual Host Name. One group can have multiple host
configurations. UUID and Host name are used in login page instead of server IP address or domain

name.

Virtual controller is required for auto device creation. Used only when automatic printer writer

creation is enabled.

E& Administration

< - O @ localhost/admin/#

Info

General Display Connection GuUI Security §SO SSL

uuID*

Virtual name *

Virtual Controller QVIRCDO0001

File transfers None

System
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Open Connection tab and enter your server IP address, 5250 telnet port (default is 23).

QPWDLEVEL must be the same as set on IBM | for autosign-on to function properly and if enabled by
IBM | system.

Do not forget to select proper code page for your country.

NOTE: QPWDLEVEL can be set to N/A. In that case passwords for auto sign-on are sent unencrypted.
This feature is enabled for systems where QPWDLVL and bypass signhon-on are not supported.

I Administration » I+ — O x
< O @ localhost/admin/# e R

Info

General Display Connection GUI Security

Server address * 192.168.1.100
Server port * 23
Network tunnel
Code page Cp037 (Us-Canada)
SSL Type None

QPWDLVL Level 0
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On Security tab set Mobile access to enabled. Setup shown on this screen is with all advanced
security measures off.

FA Administration

< 0O (® localhost/admin/#

Info

General Display Connection Gul Security

Enforce bypass
Link expiration 0
Mobile access Disabled
Network access All networks
Prevent URL Sharing Disabled
Screen logging Disabled
saL Disabled

Verification NONE

Virtual printer Enabled
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Open System tab and enter system user. System user on this screen must have administrative level
to be able to create printer writers, display devices etc.

Partition limit should be used only when license is split among multiple partitions.

For more information, please refer to the Service Installation manual.

F& Administration

< 0O @ localhost/admin/#

Info

General Display Connection GUI Security SSO

Partition limit
User name *

User password *
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Validating Host Configuration

After configuration is created, use Validate Server to check if all required prerequisites are meet. This
test will show which of required elements are missing.

[ Administration x +
&« C @ localhost/admin/#
= [E) GREEN SCREENS
- Remaote hOStS it siokon seected rowor opsons)
=
[ 3
T uuiD Host Tunnel IP Address Port SSL QPWDLVL Codey
0 0 DEMO 192.168.1.100 23 NONE 0 037
=) Details
X Ity Clone
% Remove © 2016 - 2020 Green Screens Ltd.
U
& Activate
<P % Rebuild Cache
o &= Reset Printer
&= Setup Printer
@ Validate Server
= | & Validate Server
7]
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Validation result is shown inside dialog.

NOTE: If license is not installed yet it will be noted in the report. After license installation, validate
again to check if license can be retrieved properly.

Validation

Services validation:

Successfully connected to server application: as-central
Successfully connected to server application: as-signon
Successfully connected to server application: as-rmtcmd
Successfully connected to server application: as-file
Successfully connected to server application: as-ddm
Successfully connected to server application: telnet

User validation :

License validation :

oK

License usage limit :

Workstation Auto Configuration :

1

License retrieved successfully

Automatic Configuration of Virtual Device : 32767
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Installing License

Product definition and license key must be installed to the IBM | server for product to be used.
Installation will transfer small SAVF to the IBM | and restore into GRNSCREENS library. SAVF contains
product definition required for license validation and a few message files.

License can be installed in two ways:

e Through web admin console
e  With install.exe program on MS Windows platform

Install license - Web Admin
To add license through web admin console, follow steps below.

Click host configuration to select (light blue color) and then right click to open context menu.
Select Activate option.
[ Administration x +

C @ localhost/admin/#

(_
E [E) CREEN SCREENS
E

Re m Ote h O StS {right click on selected row for options)

1l

A-
T uuID Host Tunnel IP Address Port SSL QPWDLVL Codepage
0 0O DEMO 192.168.1.100 23 NONE 0 037
= Details
& I Clone
% Remove © 2016 - 2020 Green Screens Ltd.
U
>
' ** Rebuild Cache
i = Reset Printer
= Setup Printer
. v Validate Server
—
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Enter activation key, QSECOFR level user and password, then press OK. Installation procedure will

create GRNSCREENS library and register license key. Upon install, status report will show up.

=]
&
a8
=

e -« F 1

a

e o { mi

Administration X =+

C @ localhost/admin/#

I .

Remote hosts

uuIiD Host Tunnel

o DEMO

— O x
- % @ :
[=l GREEN SCREENS =% 9 E #H =
Info I
] -
cense key e
Remote location 192.168.1.100 &
Printer Mobile
User name * o
NO NO
User password
Cance! oK

Install license — MS Windows Install

Web based license installation from cloud might be blocked by firewalls or other security settings.

Alternative approach is to install license from local network where IBM | system is installed with the

help of MS Windows Licensing Tool.

Download and install License Tool Green-Screens-License-win-x64.exe (click to open). Upon

installation, open shortcut created on desktop. Installation folder will open where one can find

license.properties file and license.exe tool.

Open “license.properties” in text editor as notepad.exe and follow instructions inside to add IBM |

network address, QSECOFR level user, password and license key. Save and then execute license.exe.

After program finishes successfully, 2 files will be created: log and license key report.

Switch back to the web admin console and try to verify configuration. Report will show if license is

properly installed.

Alternatively, one can check license key with WRKLICINF PRDID(OGRNSCR) on command line.
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Default Settings

Server Group (UUID) is mandatory option. If it is used across all configured hosts, it can be set to
default value and optionally can be hidden from the user.

Open Login Options to change default values.

L4 Administration X + - o o
< C @ localhost/admin/# - % O
B (@) GREENSCREENS X o o
& Admin Login
— Remote hOStS {right click on selected row for options) LOgiI"I Defaults
=2
.8 Search & OTP options
U Register Biometric
T P
uuiD Host Tunnel Address Port SSL QPWDLVL Code| 1D Register OTP
0
0 DEMO 192.168.1.100 23 NONE 0 037
& Interface options
C{b
= System options
U | @ 2016 - 2020 Green Screens Ltd.
localhost/admin/#

Set default and hidden values to be used on main login page.

Login configuration

Default UUID 0 (2]
Default Host DEMO (7]
Enlist configs Enabled - @
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Login configuration

Hidden UUID True v @
Hidden Host False v @
Hidden Options False r @

(s [
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Starting Web Terminal

Application is ready for use after IBM | system is added in administration console and license is
registered on the IBM | system.

Open default Green Screens server URL to get terminal login screen. Mandatory values are UUID (if it
is not hidden) and host name (if it is not hidden).

Other optional values are Display Device Name and Username & Password for bypass sign-on.

NOTE: Browser extension can be used to save multiple configs locally and reuse them later. For more
info, please refer to End User Manual.

L www.greenscreens.io x +

<« C @ localhost:9080

ECREEN SCREENS

Q
2
E 1]
c

&

DEMO

© 2016 - 2018 Green Screens Lid

All Rights Reserved.

111324412341 27.0.0.1
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Using Mobile Application

Our mobile application is not a classic terminal client. It connects to the IBM | through Green Screens
Terminal Service. This approach enables better performance, modernization, network stability,
security and access control.

Install mobile application from Android Store on your mobile device.
https://play.google.com/store/apps/details?id=io.greenscreens.terminal

After installing, first step is to set access point address through (Green Screens Terminal Service)
through which mobile app will connect to the IBM | server. Go to Settings -> General Options and
enter URL address for Green Screens Terminal Server.

Service Address

Change URL address...

http://192.168.1.111:9080

After saving service address, return to the main screen and add host configuration by clicking orange
plus button. Fill the same data as on web version. Save it. Your configuration is ready to be used.

GREENSCREENS QUICKSTART |Introduction


https://play.google.com/store/apps/details?id=io.greenscreens.terminal

GREENSCREENS QUICKSTART | Introduction

Mobile Application Keyboard

Android does not have full keyboard layout as standard computer. Some keys are missing which are
important for 5250 terminals. Mostly those are Fn keys, Field Exit, Reset, Page Up/Down. Because of
that shortcoming we implemented custom virtual keyboard with 5250 required keys. Still, some
users want to use default Android keyboard and being able to work with 5250 terminal. Thus, we
enabled couple of options for user best preference.

Use standard keyboard with 5250 keybar

Use standard keyboard with switched enter key

Use application provided virtual keyboard.

Use USB/ Bluetooth attached keyboard or docking pad

i A

Enable keybar

When in terminal session, slide in from the right edge of the screen to open sidebar menu. Enable
“Switch Keybar” option to show 5250 keybar on top in portrait or on the left side in landscape mode.

SWITCH KEYBAR
HOTSPOTS
LOCK ROTATE
SPLIT SCREEN
MACRO RECORD
BARCODE

FILE DOWNLOAD
FILE UPLOAD
PRINTER

SPOOL TEMPLATE
SWITCH THEME
SETTINGS

ABOUT
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Switch Enter key

By default, “Enter” key behaves as “Field Exit” 5250 function. To switch it to 5250 “Enter” function,
go to Keyboard Settings and enable “Reverse Field Exit and Enter”.

To use Enter and Field Exit on standard Android keyboard, use Enter or Shift + Enter key
combinations.

NOTE: On some Android virtual keyboard this feature might not work correctly. It is highly
recommended to use our Virtual keyboard or Android system Virtual Keyboard without keypad with
5250 keys.

TELE2 0t % .ill87% ) 08:26

Input languages
Slide finger on spacebar to change language

Key feedback settings
Configure key sound, vibrate, preview popup etc.

Long-press duration
400 ms

Popup mini-keyboard contents
Add shifted: 3 - #3,e = é

Reverse field exit and enter keys
Yes, reverse enter to field exit

Split screen mode
No, use float mode

Theme and label settings
Configure theming and label display
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Enable 5250 virtual keyboard

With our mobile application comes 5250 virtual keyboard which must be enabled by Android to be
used. Go to Keyboard Settings -> Manage Keyboards and enable 5250 Terminal Keyboard.

NOTE: In Android, there is no keyboard per application. If 5250 virtual keyboard will be used only for
terminal app, switching between different keyboards are mandatory. Depending on Android, on
some devices it is long press on space bar, on some devices there will be keyboard icon in bottom
right corner.

KEYBOARD OPTIONS ¢ Available virtual keyboards

Manage keyboards ‘ SwiftKey Keyboard

Input languages

\ _‘ 5250 Terminal Keyboard

Keyboard preferences @
-

Keyboard detection e Google voice typing
Select betwee 00-500. Default 25

Volume Up Key

lect keyboard action

Volume Down Key

lect keyboard action
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